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Many organisations still rely on 
125kHz proximity cards despite 
their known vulnerability to 
cloning. Why does this legacy 
technology persist, and what 
immediate risks does it 
introduce? 
It is indeed surprising to see how many 
companies and organisations are still 
using a technology known for its lack of 
security. It defeats the purpose of having 
an access security system if the 
credentials used to operate it are so 
weak. 125kHz cards can be cloned in a 
few seconds using devices sold by main 
online and high street retailers for less 
than 20 pounds. But cloning cards is not 

always done malevolently, it could be 
done naively by a company to give 
access to new employees or visitors. 
Copying an authorised access card 
means another employee or a total 
stranger can impersonate an authorised 
person and access a building or site with 
all the risks, it implies on assets and 
intellectual property protection and 
people safety. 

The main reasons for organisations to 
carry on using them is the lack of 
understanding of the technology’s 
vulnerability and, also, the cost and 
possible inconvenience to upgrade the 
system in place. 

If an organisation has hundreds or 
thousands of users, the practicalities of 
replacing the whole fleet of access cards 
or tags while still operating, can seem 
complex. End-users can also be reluctant 
to invest in replacing their legacy 
systems, however, with the correctly 
planned phased migration of credentials 
and readers this can be budgeted for 
and make the transition easier than 
anticipated.  

Mobile credentials offer 
convenience but create new 
exposure points, including 
sharing between devices. What 
controls and encryption 
standards should organisations 
insist on to prevent misuse or 
credential proliferation? 
Mobile credentials are a very convenient 
way to give access to users, especially in 
education, or multitenancy environments 
where they could be part of an app, 
allowing other privileges, such as 
booking common areas, giving passes to 
visitors etc. 

As mentioned above, credentials could 
be a weak part of a system and it is no 
different for mobile credentials. The 
communication between the app holding 
the mobile credential and the readers 
should be encrypted and authenticated. 
Using AES 256 encryption should be the 
norm as it helps prevent cloning or 
eavesdropping. In addition to secure 
communication between App and 

readers, an additional authentication could be added such as 
a PIN on the reader, for instance.  

The access of a mobile credential on multiple devices should 
be carefully assessed and managed. As Mobile credentials 
are sent electronically, it is important to have a strong identity 
proofing during enrolment and a clear policy of lifecycle 
management, like a rapid revocation if the phone is lost or 
stolen, or if a visitor has a temporary access. 

Wiegand continues to appear in active 
deployments despite its security limitations. 
What practical security and operational gains 
do organisations achieve by migrating to OSDP or 
RS-485, and how should they approach this 
transition? 
The Wiegand interface is simple to use and widely 
compatible, which still makes it appealing. A lot for external 
devices, can be easily added to a controller, using simple and 
low-cost cabling, and generates a trigger to open a gate, a 
door etc. It is a one-way communication, there is no 
encryption or authentication, and no device supervision. So, 
while it can used easily for a wide arrange of applications, it is 
not secure and should only be used for small and low risk 
sites. 

The RS-485 and OSDP (Open Supervised Device Protocol) 
protocols provide both an encrypted, secure two-way 

communication with device management. The RS-485 is 
unique and locked to the manufacturer bringing high security 
to a site, with as downside, a lack of flexibility if the users 
want to use third-party readers. 

OSDP (Open Supervised Device Protocol) offers both 
openness and security and it allows to use any other OSDP 
compatible devices.  

Organisations should approach the transition to OSDP by 
identifying the security risk of using Wiegand and start with 
the areas of the site or building with the highest risk. They will 
have to replace the Wiegand cabling with shielding twisted pair 
rated for RS-485 and ensure that existing readers, controllers, 
expanders support OSDP.  

What measures should organisations implement 
to secure communication between readers, 
controllers, and the wider network? 
Organisations should first ensure they are using secure 
credentials, Desfire EV3 is what we recommend to all our 
customers or mobile credentials with the safeguards 
mentioned earlier. Then the communication between the 
readers and the controllers should be encrypted, using either 
RS 485 or OSDP protocols. Finally, for the communication 
between the controller and the network, it is key to keep 
controllers and PC/ servers constantly updated by applying the 
latest security updates. It is done by downloading the latest 
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firmware on the controllers and updating 
hardware and software on the server.  

Poor system design can inhibit 
rapid lockdown or safe egress, 
especially under new 
obligations such as Martyn’s 
Law. What design decisions most 
often impede an effective 
emergency response? 
Martyn’s Law officially known as the 
Terrorism (Protection of Premises) Act 
2025 will be a tiered legislation coming 
into force in the UK, with one level for 
buildings expecting at least 200 people 
permanently or occasionally, and another 
for 800 and more. Public protection 
procedures in case if an act of terrorism 
are aimed to reduce the risk of physical 
harm and relate to evacuation, 
invacuation and locking down premises. 
It will become paramount for 
organisations falling into the Martyn’s law 
remit to assess which exits to release 
quickly to facilitate evacuation and which 
areas to lock down, to prevent entry of 
any dangerous individuals. This can be 
managed by the access control system if 
the latter has the appropriate emergency 
egress and rapid lock down features. 

Aside of terrorism protection, lock downs 
are being used in more common cases, 

when a patient in a hospital, or a child in 
a school is unaccounted for, or if there is 
an incident in an area and the entry 
should be denied to any non-security 
staff until resolved.  

How can organisations 
strengthen visual verification 
or escalation procedures to 
turn these events into 
actionable intelligence? 
Most access controls platforms provide a 
list of events and alerts like a forced door, 
denied access but if those events are 
reported “blind” without additional visual 
verification, it slows down the security 
response and can be a drain on 
resources.  

If someone forces a door open, a video 
clip of the event helps identify if it was a 
member of staff or an external person 
and how urgent the respond should 
happen. 

If a person has pressed an emergency 
button: visual verification allows to assess 
the situation and the type of response 
needed. The same event can tigger 
different responses, video verification is 
key element to escalate serious event to 
a full security response, quickly and 
efficiently.  

Interoperability remains a 
challenge. What steps should 
organisations take to unify 
access control with HR 
databases, intrusion detection, 
and wider operational systems 
to reduce vulnerabilities and 
improve resilience? 
At ICT, we believe that unifying access 
control and intrusion detection is the 
foundation, as it allows to manage a 
single database of users, to reduce the 
risk of errors and create dynamic 
scenarios. If nobody is in a part of the 
building, it makes sense to arm it and 
detect any intrusion. If an employee with 
the right access level swipes their card, it 
should automatically disarm the area 
instead of having to add another step. 
Following the same logic, if the access 
control is connected to building 
automation, light and HVAC will 
automatically be switched on and off 
reducing the energy consumption.  
Interoperability means also the easy 
synchronisation of databases: for simple 
enrolment and disablement of users, it 
can be connected to HR systems to 
manage time and attendance, holidays, 
or to a room booking system.   

Anything else to note? 
Security systems are as secure as their 
weakest part. It isn’t always obvious 
where the weakness lies, and it is 
recommended to run security audits to 
identify those. It could be aging 
hardware, not compliant with 
cybersecurity standards, or using non 
secure communication protocol between 
cards and readers. Regulations, the use 
of a building and operational 
requirements don’t stay still, and security 
systems need to be re-assessed 
according to new laws coming into force, 
change of use or changes in the 
operational requirement of the system. It 
is always best to be ahead of them and 
have time to evaluate the various options 
to be compliant rather catching up and 
being rushed into a quick decision.   

Behind every door in a healthcare facility there’s a critical 
narrative - from protecting staff, to securing vital  
pharmaceuticals and patient records. ICT’s customizable  
solutions provide built-in access control, intrusion 
detection, and building automation, with extensive 
integrations that give you the flexibility to scale, streamline 
operations, and safeguard what matters most. Save costs 
without compromising security.

Secure your success with ICT.

With ICT, every door opens to 
better outcomes. 
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