AN-213

AN-213 Duress Codes in Protege GX

eSecurity




The specifications and descriptions of products and services contained in this document were correct at the
time of printing. Integrated Control Technology Limited reserves the right to change specifications or withdraw
products without notice. No part of this document may be reproduced, photocopied, or transmitted in any form
or by any means (electronic or mechanical), for any purpose, without the express written permission of
Integrated Control Technology Limited. Designed and manufactured by Integrated Control Technology Limited.
Protege® and the Protege® Logo are registered trademarks of Integrated Control Technology Limited. All other
brand or product names are trademarks or registered trademarks of their respective holders.

Copyright © Integrated Control Technology Limited 2003-2016. All rights reserved.

Publication Date: December 2016

2 AN-213 AN-213 Duress Codes in Protege GX



Contents

Duress Codes in Protege GX

Prerequisites

Overview

Implementing Duress Codes in Protege GX

The Designated Duress User Code

The Regular User Code + 1 Duress Code

Contact

AN-213 AN-213 Duress Codes in Protege GX



Duress Codes in Protege GX

A duress code is an easy way to let someone know that you are arming or disarming your system in case of an
emergency. It is used to warn others that they are being forced to do something against their will.

Entering a duress code will arm or disarm the system and immediately transmit a silent message to the
monitoring station.

Depending on how your system has been configured, you may either have a designated duress user code that
applies to the whole site, or your duress code may be your regular user code +1.

Prerequisites

This feature requires:

® An operational Protege GX system.
® A Protege Controller using PRT-CRTL-DIN firmware.

It is assumed that the following fields have already been configured:

® A user to which you would like to assign a duress code in.
® Access levels for the given user have been set as required.

Overview

The steps required to implement the use of duress codes in Protege GX are:

® Set aregular PIN for the user.
® Assign that either the user is a dedicated duress user, or the PIN+1 method.

The following instructions do not outline the programming required to send a silent message to the monitoring
station. It only provides the steps to setup duress codes in Protege GX.
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Implementing Duress Codes in Protege GX

Note: PIN codes must be at least four digits long.

The Designated Duress User Code

1. Navigate to Users | Users.
2. Click Add.
3. Inthe General tab, enter a name for the duress user.
General
First Mame
Last Mame
MName
4. Inthe General tab under Card Numbers, enter a number in the PIN field.
Card Numbers
PIN
5. In the Options tab under Advanced Options, enable the User Is A Duress User option.
Advanced Options
User has super rights and can override antipassback
User Operates Extended Door Access Function
User Loiter Expiry Count Enabled
User Can Edit User Settings From Keypad
User is a Duress Use
Rearm Area in Stay Mode
6. Click Save.
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The Regular User Code + 1 Duress Code

Navigate to Users | Users.

N —

Select an existing user to which you would like to assign a duress code.

w

In the General tab under Card Numbers, enter a number in the PIN field.

Card Mumbers

PIN

&

In the Options tab, enable the Treat User PIN Plus 1 As Duress option.

Options

Disable User

Show a greeting message to user

Go directly to the Menu on login (Mo Area Control)
User Can Acknowledge Alarm Memory

Show Alarm Memory On Login

Turn Off the Primary Area If User Has Access On Login

Turn Off the User Area on Login if User has access
Acknowledge System Troubles

Treat User PIM Plus 1 as Duress

5. Click Save.
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Contact

Integrated Control Technology welcomes all feedback.

Please visit our website (http://www.ict.co) or use the contact information below.

Integrated Control Technology

P.O. Box 302-340 4 John Glenn Ave
North Harbour Post Centre Rosedale
Auckland North Shore City 0632
New Zealand Auckland

New Zealand
Phone: +64-9-476-7124

Toll Free Numbers:

0800 ICT 111 (0800 428 111) - New Zealand

1800 ICT 111 (1800 428 111) - Australia

1855 ICT 9111 (1855 428 9111) - USA/Canada
Email: sales@incontrol.co.nz or support@incontrol.co.nz

Web: Www.ict.co
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Integrated Control Technology Limited

4 John Glenn Avenue, Rosedale, Auckland 0632

PO Box 302-340, North Harbour, Auckland 0751, New Zealand

Email: sales@ict.co Toll Free: (0800) 428 111 Phone: 64 (9) 476 7124

AMERICAS

Integrated Control Technology (USA) LLC

5265 S Rio Grande Street, Suite 201, Littleton, CO 80120

Email: ussales@ict.co Toll Free: (855) 428 9111 Phone: 720 442 0767
EMEA

Integrated Control Technology (Europe) Limited

St Mary's Court, The Broadway, Amersham, HP7 OUT, UK

Email: emeasales@ict.co Phone: 44 0 1494 590494
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